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A Bouquet for Battling the Expansion
of Trade Secrets in the Public Sector

Cynthia H. Conti-Cook

The best-designed bouquet may appear effortlessly assembled, but bouquets have
their own understated architecture—a hearty focal-point flower, fillers for natural
aesthetic, and several complimentary supporting flowers.! This chapter discusses
how trade secrets in the public sector have been imported through new technolo-
gies, how they obstruct democracy and cause harm across many communities.
It uses the bouquet—a floral arrangement—to illustrate its organization the way
pillars or columns typically visualize the blueprint of written organizational struc-
ture. The sources gathered here, from the legal history of intellectual property to
criminal court decisions to procurement processes to toolkits for organizers, do
not always grow near one another or naturally cross-pollinate. Combined, they
offer a strategic battle bouquet for organizers to protect the public from corporate
control by targeting strategies aimed at the public purse.

This bouquet arrangement features five types of flowers. The focal-point flowers,
the big show-stopping wide-open daisies, demand asymmetrical emphasis. Wide-
open daisies hide nothing and center the public’s right to know as a table-setting
motivating principle and magnetized north star. These daisies are surrounded by
baby’s breath that lend a natural aesthetic—existing legal precedent evincing the
historically persuasive logic of prioritizing the public’s right to information. Roses
are layered and overlapping social harms and bell-shaped wood hyacinths are the
social movements already ringing the alarm bells. Finally, peonies are pain-reliev-
ing practical tools with which to intervene.

The organizing structure of the bouquet is central to the strategy it offers—
to combat trade secrets in the public sector, we must organize ourselves around
what we collectively need to know to protect each other and the future survival
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of all living things. This chapter examines the patriarchal values driving trade
secret battles by corporate entities that prioritize property over people, heav-
ily invest in structures of secrecy, and protect dominant yet ahistorical narra-
tives rather than governing through trust and consensus building by informed
democratic participation.

By contrast, the healing peonies offered in this chapter prioritize people over
property, embody collaborative relational strategies, center addressing harm,
learning, and leadership from directly impacted people, and demand inclusive and
joyful coalitions. Through the beautiful container of a bouquet, this chapter offers
observations of already emerging strategies that address the confluence of state,
corporate, and algorithmic secrecy—collaborative advocacy that fertilizes the soil
of the public procurement process so that we all may better blossom.

DAISIES—THE PUBLIC’S NATURAL RIGHT
TO INFORMATION

Before moving into how trade secrets obstruct access to information about tech-
nologies sold to the public sector, we shall set a hearty focal-point—a large wide-
open daisy. Indigenous people around the world have long centered collaboration
with Earth and all living things based on “a moral covenant of reciprocity [that]
calls us to honor our responsibilities for all we have been given, for all that we
have taken”? Biologist Rachel Carson similarly introduced this enduring reciproc-
ity as a motivating principle in the first chapter of Silent Spring, “the classic that
launched the environmental movement,” with the following: “[the] public must
decide whether it wishes to continue on the present road, and it can do so only
when in full possession of the facts”® The public, not corporations, academics,
experts, politicians, or billionaires, “must decide” how to balance survival with
conditions needed to sustain future life. To execute this responsibility effectively,
the public requires “full possession of the facts”* This principle is not limited to
pollutants—it extends to all things potentially harming the public.

Carson grounded her principle not in legal or political history, but in natu-
ral rights philosophy.® The public’s right to decide and be in full possession of
the facts grows naturally from “our obligation to endure”—it is an evolutionary-
driven natural right protecting our collective ability to sustain existence. Biologist
Janine Benyus echoes this emphasis in her book Biomimicry—Innovation Inspired
by Nature. One of the ten winning strategies she recommends we mimic, based
on billions of years of evolution and across complex ecosystems, is to “run on
information” and an abundance of feedback. “What makes a mature community
run is not one universal message being broadcast from above, but numerous, even
redundant, messages coming from the grass roots, dispersed throughout the com-
munity structure”® This flow of information will determine the sustainability of
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our collective survival—"the raison détre of mature communities, remember, is to
maintain their identity throughout environmental storms and travails, so they can
remain, and evolve, in place”’

Grounding this chapter in this natural right to information stemming from
our “obligation to endure,” and not corporate controlled information “broad-
cast from above,” is both relevant to a discussion of trade secrets as well as
strategic. Industrial drivers that invented intellectual property (IP) rights like
trade secrets—and the courts that have adopted their arguments—have made
the source of these rights relevant and central to justifying legal protections for
information ownership.® Public demand for information is often successfully
dismissed based on these dominant invocations of intellectual property, limiting
the imaginative solution space to corporate self-audits,’ protective orders,' and
nondisclosure agreements.

Invoking natural rights also strategically anchors the conversation about trade
secrets around the public’s right to information. Hannah Bloch-Wehba called
out critical technology scholars for “[neglecting] a critical avenue for promoting
public accountability and transparency for automated decision-making: the law
of access to government records and proceedings” Her work demonstrates how
centering the public’s right to know gives advocates a strategic legal advantage
in fighting for algorithmic transparency.'’ Fortunately, there is also strong legal
precedent for doing so.

BABY’S BREATH—EXISTING LEGAL PRECEDENT

The public’s natural right to know is also supported by complimentary existing
legal precedent, the baby’s breath in this bouquet. Legal scholar Amy Kapczynski
resurrected United States Supreme Court precedent “show[ing] that courts even
at the height of laissez faire were clear about the categorical priority of the public,
and rejected trade secret claims when they conflicted with the public’s right to
know”(emphasis added).'”> While we live in a world where technology companies
are claiming everything from diversity policies to how they address gender-pay
gaps would cause “competitive harm,”"® Kapczynski revives a legal history that can
shine on “the shadow of trade secret law”'* We have before and can again subordi-
nate corporate interests to the public good, aligned with the public’s natural right
to co-create its future through government.

When pressuring procurement systems around the consequences of contract
terms, movements can cite this history to emphasize that the public is the pri-
mary stakeholder, not the corporate bottom line. Kapczynski asserts this as a “clear
principle . . . [legislatures] and agencies have the right to disclose anything—even
core trade secrets like product formulas—anytime they seek to reveal something
relevant to consumers about the marketed product or service”'* This is especially
true in the context of new technologies. Advocates™ attempts to reveal the extent



BATTLING THE EXPANSION OF TRADE SECRETS 65

of preventable harms by public access requests simply seek information that the
government using the technology has, the corporation has, but the person sub-
jected to the technology often does not have access to. Optimistically, Kapczynski
asserts that “together, these points indicate that Congress can condition [vendors’]
market access on the turning over of trade secret data, and make that data pub-
lic without working a takings, at least if there is no express governmental promise
before the submission of the data that [government] will refrain from doing this’'¢
The caveat, as mentioned earlier, is one we must pay attention to: when procure-
ment officers and courts concede to corporate claims of confidentiality, it may
unintentionally feed a factual corporate narrative that seeks to expand secrecy.

This trend is simply counterintuitive for a democracy, as David S. Levine pre-
sciently warned, “[if] we do nothing, [trade secrets] will be the infrastructure
itself—owned and operated by private interests with commercial values like busi-
ness advantage and secrecy of corporate information—that will direct the law
involving public activity, rather than the law creating the conditions under which
public infrastructure operates”'” And as Bloch-Wehba said so well, the real obsta-
cles to understanding technologies “are attributable, not to the sophistication of
decision-making methodologies but to a more basic shift toward privatization and
automation in government”'® Increased secrecy is simply a feature, not a bug, of
expanded neoliberalism.

ROSES—OVERLAPPING AND LAYERED HARMS

Intentionally documenting and articulating the overlapping and layered harms
corporate secrecy introduces into the public sector must be done strategically and
be led by people most deeply impacted. New technology researched and devel-
oped by private companies is bought by government agencies every day, from
systems used for police investigation through electronic incarceration on parole
supervision. It includes predictive policing, cell-site simulators, biometric tools,
risk assessment tools, communications systems for detained people, and many
more tools state actors use to surveil."’

Each of these technologies have context and technology-specific issues that
contribute to its harms. Former public defender Vincent Southerland observed
that “technology in the hands of law enforcement is a force multiplier™ and,
therefore, also a harm multiplier.?! Many tools in the hands of law enforcement
cause various iterations of harm at varied degrees of severity—from potentially
lethal and routinely abusive police interactions, to detention, family separation,
deportation, and many more.” These layered harms and their solutions are best
understood by those in immediate proximity to them. Those people tend to be
disproportionately feminine, pregnant, Black, poor, disabled, migrating, or part of
another historically oppressed community. Like layers of rose petals, these harms
are occasionally obscured and overlapping, compounding suffering on those at the
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intersections. Southerland describes how “[the] technologies erect digital borders
around communities of color, fortifying the colony-in-a-nation status that defines
those communities.”> These conditions require arduous effort to organize against.
Through legal constructs that promote secrecy, these efforts are often suppressed.

I have seen these efforts to organize thwarted firsthand. Around 2017, I rep-
resented a man incarcerated in New York who, along with two others, noticed
discrepancies across the “COMPAS” scores relied on by the prison to evaluate
eligibility for release.” This assessment is done by prison staff at a computer. My
client introduced me to the two men, Glenn Rodriguez and Jose Piileda, with
whom he compared “risk” scores.”® Mr. Rodriguez surveyed others and analyzed
their risk scores to how staff used vast discretion to interpret a single subjective
question.”® Question 19 asked, “Does this person appear to have notable disciplin-
ary issues?” How that specific question was answered, despite how vaguely it was
written and how differently prison staft were interpreting it, determined whether it
gave you a score of high (“yes”), medium (“unsure”), or low risk (“no”

Mr. Pifieda, whose counselor answered “unsure” for Question 19, made another
observation—when the counselors were scrolling through the assessment, a bub-
ble popped up above the question with additional instructions. He filed a Freedom
of Information Law (FOIL) request with the prison for that language and for the
training manual issued by COMPAS to train the state prison’s counselors to try
and understand what his counselor was “unsure” about—he only had two infrac-
tions in the last decade. The government responded that the information sought
“are trade secrets or are submitted to an agency by a commercial enterprise
or derived from information obtained from a commercial enterprise and which
if disclosed would cause substantial injury to the competitive position of the
subject enterprise?

We sued to demand disclosure. The State argued that disclosure of the train-
ing manual “would cause substantial injury to the competitive position of this
enterprise” despite failing to point to any evidence “or even a suggestion as to how
the material requested” could be considered a trade secret.”® The Court ruled in
favor of a limited disclosure after a year of litigation. An officer brought the train-
ing manual to Mr. Pifieda’s cell where he read what the bubble said: “Using all the
information available to you and in your professional judgment did this person
have significant disciplinary problems”? For Mr. Pifieda, the harms introduced
by this risk assessment were layered. Forcing his mostly decades-old disciplin-
ary history into a “yes, no, unsure” box and reducing his years of accomplish-
ments into an estimated score dehumanized him in front of the parole board. After
denied parole, his inability to access information that would help him correct the
mischaracterization of his disciplinary history hampered his ability to appeal his
denial and prevent the same thing from happening again.

More broadly, the obstruction meant that other people in prison could take
only limited proactive action to protect their scores and push back on the use of
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risk assessment’s all together. The prison’s deference to protecting the property
interests of a company above the liberty interests of a person in prison fighting
for parole release against an algorithm crystalizes how corporate secrecy creep
manifests in the public sector.

This perversion of public sector values was even more explicit when a
DNA software company appeared in an appellate criminal case out of California
to fight against the accused’s access to its calculations.”® To support its claim
for trade secrecy, the company offered what is likely a routine comparison in
trade secret battles—its hours invested in the business.” Yet instead of compet-
ing against another business’s number of hours, its adversary was a man facing
fifty years in prison. Nevertheless, the company essentially argued “its property
interests of 27,600 hours (or a little over three years) should weigh more than the
hundreds of thousands of hours [the accused] potentially faces in prison, deprived
of his liberty, freedom and family”* For a business to invest so much in a tool
meant for criminal prosecutions without also expecting constitutional confron-
tation rights, like adversarial testing, to require disclosures demonstrates how
problematically corporate claims to secrecy have eclipsed public protections in the
procurement process.*

Some governments even agree explicitly to confidentiality terms in their con-
tract.’* As these trade secret cases emerged, they inspired a nascent research effort,
joined by Jeanna Matthews and the NYU Technology Law and Policy clinic, to
request law enforcement technology contracts across the country. We found
contracts explicitly protecting the public’s interest in accessing information—for
example, in Allegheny County’s Purchase Agreement with Cybergenetic—but
we also found multiple contracts, like the Harris Corporation’s contract in Chi-
cago, that attempted to bind the state to confidentiality.*® These confidentiality
agreements do not, however, only hinder people seeking release after conviction
from accessing information, like Mr. Pifieda. As Rebecca Wexler wrote, they also
obstruct people accused of crimes from accessing and confronting evidence pre-
sented against them at trial. Public defenders are additionally generally under-
resourced to combat both prosecutors and corporate legal teams in trade secret
battles, and when they do win access and find errors, faulty programs are rarely
replaced.” When the systems are replaced,’” the underlying government failures to
filter for similar system errors in new programs still go unaddressed—simply put,
litigation is not a viable strategy for preventing harm.*

In addition to the obstructions trade secrets introduce to a person’s literal
ability to fight for their freedom from incarceration, they also smuggle a more
subtle danger into the public sector. Corporations in the future may try to point
to government adoption of confidentiality terms and trade secret claims as fac-
tual precedent in attempts to limit public or even government access to aspects
of their technologies.” While some court decisions allowing defense counsel more
expansive access to materials under protective orders are celebrated for achieving
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balance between competing interests, by consistently conceding the existence of
trade secrets, courts feed corporate secrecy campaigns.*’ These fights will not be
won in courts—we must follow movements now pointing at procurement.

WOOD HYACINTHS—MOVEMENTS RINGING
ALARM BELLS

Social justice movements are responding to these harms by targeting local budgets
and corporations, as well as organizing campaigns around aligning public funds
with the public’s interest. Wood-hyacinths are tiny flowers shaped like bells, and
this section shines on a handful of movements already ringing alarm bells over
corporate secrecy. Organizations like Worth Rises are creating tools to educate
the public about corporate influence on government.* Advocates like Mijente,
Surveillance Resistance Lab, and Just Futures Law are evolving their pressure cam-
paigns to target shareholders and workers at specific corporations, like Equifax,
that are sharing utility data with immigration enforcement.** Organizers are tar-
geting contract cycles like election cycles® and mapping corporate capture like
electoral maps.** Accessing information about these companies’ contractual rela-
tionships to government is a crucial part of this work.

Media Justice, for example, hosts an interactive map about e-carceration,
or electronic monitoring (“EM”) companies. E-carceration companies in the
United States alone operate app and ankle strap monitoring businesses worth hun-
dreds of millions of dollars in government contracts for people before and after
conviction.” “The average daily caseload of monitored individuals in . . . North
America . . . amounted to about 282,000 . . . during 2020 and that number is pro-
jected to double by 2025, with additional “strong focus” projected for embedded
software and analytics.*®

Media Justice’s Roadmap, “How to Build an Unshackling Freedom Campaign,”
targeting EM emphasizes “your starting point is information.” It recommends that
organizers, in addition to gathering stories from people subjected to e-carceration,
understand the importance of “[accessing] as much official data on EM as you
can” . .. “to effectively mobilize people to your campaign or challenge the talk-
ing points offered by proponents of EM.”* Media Justice’s own website marshals
information about contracts, fees lobbed on those subjected to EM, taxpayers, and
in some states, like Louisiana, they connect dots between judges ordering EM
and company kickbacks.*

As EM companies incorporate more software and analytics into their
devices, accessing information through public records requests may be increas-
ingly obstructed by trade secret exemptions, as the prison attempted to do in
Mr. Pifleda’s case. Indeed, it is exactly this corporate entanglement that Media Jus-
tice’s founder, Malkia Cyril, highlights as dangerous to the public’s influence on the
state: “e-carceration helps states become indebted to corporations and corporate
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power.* Trade secrets, as currently tolerated by the public sector, serve to obscure
the extent of this debt and power—they shroud corporate stakeholders invested in
maintaining an expansion of carceral technology in secrecy.

PEONIES—PAIN-RELIEVING PRACTICAL TOOLS
FOR PROCUREMENT INTERVENTIONS

The public procurement process is how government contracts for goods or ser-
vices are established with private corporations and it can look different depending
on whether it is federal, state, or local. The introduction of new technologies like
risk assessment tools, surveillance systems, or any of the many other technologies
and bundled services currently sold to governments requires a new procurement
process—one that first interrogates the assumption that a data-driven tool will
solve the problem presented and opens opportunities for public participation.
Procurement officers generally have the power to issue directives to its staff
about what standards any new vendor or contract must meet. For example, for
some specialized contracts, specific rules dictate how agencies can contract IT
consulting services.® Similarly, procurement processes for technology vendors
must introduce some threshold questions about what problem they are solving
for—and invite public participation in that problem definition process early and
often. Engaged public participation throughout the process of identifying a prob-
lem, understanding the scope of that problem, the potential for that problem to be
addressed by a data-driven solution (or not) as well as the potential harms it intro-
duces could better protect the public from harmful technologies. If public partici-
pation confirms that a technology solution would address the problem defined,
additional opportunities for public input must arise to inform impact assessments,
identify potential harms and mitigation strategies, consider a company’s history,
and identify metrics by which to measure the technology intervention’s success.
For now, these procurement processes are often opaque and difficult to pierce.
Fortunately, there are a handful of peonies—known for pain-relief—we can
add to our bouquet. Rashida Richardson’s Guidance for Key Stages of Government
Technology Procurement can be used by advocates to support engagement with
their local procurement officer. “This guidance offers high level considerations and
recommendations that can improve transparency, accountability, oversight,
and public trust in government technology procurement without legislative or
regulatory reform.”*! Richardson identifies methods such as documenting pre-
solicitation technology assessments, assessing solicitation approaches, proposal
evaluation and contract negotiation, which procurement officers can use to better
understand a technology—and the problem it seeks to solve. Similarly, Stephen
Raher created a useful set of “Best Practices for Prison and Jail Tablet Procure-
ment” through the Prison Policy Initiative applicable to many other digital con-
texts.” He identifies ways procurement of prison telecommunications services can
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be “reinvented” by “[opening] up aspects of the procurement process to oversight”
and “simply by modifying contracts or the terms of requests for proposals.** Cath-
erine Crump also offers procurement “remedies to democratize local surveillance
policy making” at federal, state, and local levels. Her suggestions include requir-
ing involvement of elected representatives in technology procurement processes,
requiring that technologies be governed by use policies, and additional state and
local remedies.

Elizabeth Joh also highlights public access laws as an important oversight mech-
anism.” An online resource, Breaking the Lock: Accessing Public Records to Map
Systems, Algorithms, and Data specifically supports this strategy to help “activists,
lawyers or anyone interested in filing an open records request to determine what
to look and ask for in order to assess and potentially challenge government use
of algorithmic systems” For organizers working on corporate accountability
campaigns, “Tech Inquiry” is a tool that can help uncover layers of intermediaries,
subcontractors, and subsidiaries that make tracing a company’s contracts challeng-
ing.”” The website’s creator, Jack Poulson, explains its importance: “[even] when
investigating a single form of influence . . . the official government data sources
(e.g., USASpending.gov) at best partially expose corporate hierarchies”® These
are all tools that organizers can use to brainstorm research strategies, develop
actionable toolkits, and build strategies targeting procurement of technology.

Too often, “[in] criminal justice software and in many other examples of black
box decision-making software in areas like hiring or credit, the interests of those
purchasing the software to make decisions can be very different than the interests
of those being decided about” Opening up the procurement process to more
democratic engagement introduces the interests of “those being decided about” in
both defining the problem, evaluating whether the technology solution is respon-
sive or potentially introducing new harm that weighs against its use, or requires
impact assessments or other harm mitigation efforts.

Through multiple strategies including research, pressure campaigns on pro-
curement officers, corporate accountability campaigns, public record litigation,
communications strategies, and more, advocates can begin to push for more pub-
lic interest values by pulling at purse strings.®

A BOW TO TIE IT ALL TOGETHER—IN CONCLUSION

Silent Spring’s last chapter was “The Other Road”*' Carson writes “[the] other fork
of the road—the one “less traveled by”—offers “our last, our only chance to reach a
destination that assures the preservation of our earth”® For the same reasons that
Carson argued the insecticide industry cannot shape climate policy, we must also
not allow states and corporations to govern us through a triple threat of police,
corporate, and algorithmic secrecy that prioritizes corporate wealth above the
public’s right to co-create its future.
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Protecting our right to information through interventions with the procure-
ment process will become increasingly important harm management given future
battles over data ownership, the inextricable connection between bodily and digi-
tal autonomy,* and the increased production of data-extraction tools set in com-
munal infrastructures (i.e., “smart” cities). As Kapczynski explained, “trade secret
law, because it protects only commercially valuable information that has been kept
secret, neatly excludes ordinary people as ‘owners’ of data produced by or about
them—even as it has expanded to incorporate an almost limitless amount of busi-
ness data.”** The expansion of technologies and trade secrets into the public sector
combined with the toxic appetite companies have for claiming all data is their
trade secret leaves little room left for democracy.

To imagine beyond harm mitigation strategies, if we were to let ourselves be
led by Indigenous people’s governance and agricultural practices, take Carson’s
“other road” or perhaps be the bouquet thrown by Banksy’s Rage, the Flower
Thrower into futures we define, how would the world look?®® If the public’s right
to know dominated as a motivating principle over corporate financial interests
and power, as the Supreme Court previously said it should, how might organizers,
wise to the dangers of corporate capture of the state, recreate public procurement
policies to ensure vendors capitulate to the public’s demand for “full possession of
the facts”? Perhaps we would prohibit privatized public sector technology contrac-
tors in the first place and return such services to more accountable government
agencies and entirely rethink the privatization of punishment, or state-sanctioned
punishment itself.

Rooting ourselves back into our collective right to be in full possession of the
facts—stemming naturally from “our obligation to endure”—perhaps also leads to
a place without prisons, private vendors, or bow-tied bouquets. Flowers remain
rooted in the ground, growing wild; they are never overplanted with pesticides,
picked by underpaid people, separated, or sold. A place where public procurement
prioritizes principles of permaculture in government services—care for Earth,
care for people—and protect the public’s right to know what it needs to know in
order to collectively endure.*
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